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Introduction 
The Juniper WX and WXC application acceleration platforms can significantly 
improve Citrix performance and scaling in even the most bandwidth-constrained 
environments.  The following high-level procedures will ensure optimal Citrix-
WX/WXC configurations. 

Citrix Tuning 
 Make sure that all of the Citrix Server recommended bandwidth savings 

parameters are configured appropriately for the WAN conditions. 

 Turn off Citrix client/server encryption as encrypted traffic is difficult to 
compress and the WX/WXC platforms can provide IPSec tunneling between 
devices. 

 Turn off Citrix client/server compression — this doesn’t provide the same level of 
compression as the WX/WXC solution. 

WX/WXC Tuning 
 Optimally tune the WX/WXC platforms’ compression parameters to match the 

link conditions. 

 Configure the WX/WXC platforms’ enterprise QoS settings to appropriately 
prioritize Citrix traffic over other link traffic and to prioritize the Citrix 
application itself. 

 
Citrix specifies that each ICA connection requires at least 20Kbps.  With the 
WX/WXC platform, this requirement goes down to around 7Kbps. Note that this 
compression rate per Citrix client connection improves with more connections 
because the Molecular Sequence Reduction™ (MSR™) technology can learn from all 
sessions.  However, the 20Kbps (or 7Kbps with MSR compression) requirement will 
increase if users are performing ICA session printing. 

Citrix Tuning 
Since Citrix was designed to work in many environments, there are a number of 
optimizations Citrix has developed to make clients as bandwidth efficient as possible.  
These optimizations are summarized below; more detailed explanations of these 
recommendations can be found in the Citrix white paper title “Network Issues 
Affecting Citrix MetaFrame Environments” by Jo Harder.  To obtain a copy, visit the 
Citrix web site at www.citrix.com and search for the title. 

Note: Not all Citrix enhancements for bandwidth efficiencies should be followed 
when a WX/WXC device is in place since Citrix compression and encryption hinders 
MSR compression. 
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Citrix Configuration Recommendations 
 Turn off Audio in the Presentation Server:  Audio can add from 16Kbps to 

1.3Mbps per session 

 Use Mandatory Terminal Server Profiles:  While Roaming Profiles allows users 
to customize their environment, they take a long time to load.  Consider having 
everyone use identical Mandatory Profiles. 

 Turn on SpeedScreen:  SpeedScreen allows users to see their mouse and 
keyboard input on the screen prior to that input being communicated to the 
MetaServer. 

 Optionally Turn off Caching:  The WX/WXC platforms will store frequently 
requested objects, negating the need for local caching.  Turn off disk caching if 
local desktop resources are a concern. 

 Properly Prioritize Printer Bandwidth:  MetaFrame XP allows access to the 
virtual channel from printer bandwidth throttling.  Allocate the proper amount of 
bandwidth for printing to assure that real-time ICA channels aren’t hindered. 

 Disable Unneeded Client Mappings:  Citrix has six client mapping settings that 
can be configured.  If client mappings aren’t explicitly turned off, virtual channel 
space will be reserved, which may slow response times. 

Application Configuration Recommendations 
 Turn off spell-check in Word 

Turn off Citrix Encryption for ICA Clients/Servers 

Encrypted traffic is very difficult to compress.  Therefore, it’s important that 
encryption be disabled on each individual ICA client.  To maintain remote office-to-
remote office security, the WX/WXC platforms can establish standards-based IPSec 
tunnels between devices.  This approach has several advantages: 

 Turning off client encryption relieves both the client and the server from these 
resource-draining processes 

 Turning off client encryption means that ICA session bandwidth can be reduced 
from 20kbps to around 6-7kbps. 

 
Since the WX/WXC platforms can handle encryption for the internal enterprise 
network, the Citrix Secure Gateway product is only required for users trying to 
connect directly from the Internet. 

ICA Server Configurations: Encryption Settings for Published Apps 

When defining a new application to publish, make sure that sound, encryption and 
compression are turned off.  Sound consumes more bandwidth on the WAN stream 
while encryption and compression reduce the effectiveness of the WX/WXC 
platforms’ compression capabilities.  Below is a picture from the Application 
Publishing Wizard. 
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These settings can also be changed in Applications already published by accessing 
the Application’s property screen. 

ICA Client Configurations 

ICA Clients want to make sure that their default settings have compression set to 
“Basic” and that sound is turned off.  These parameters can be set as the default 
settings and per ICA connection.  Below is an example of the default settings that 
should be set in the Program Neighborhood. 
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The image below shows the settings that should be set for each individual ICA 
session. 

 

 
 

WX/WXC Platform Tuning 
The Juniper WX and WXC platforms provide their greatest benefit through the MSR 
compression algorithm.  Additional benefits can be gained by prioritizing Citrix over 
other applications using Layer 4 application definitions within QoS.  If certain Citrix-
published applications need to be prioritized over others, then the WX/WXC 
platform’s Layer 7 Citrix Application Identification feature can be use.  Other 
improvements can be achieved by making sure that the tunnel is compressing IP 
headers (IPCOMP); that the packet hold-time for small links is appropriately set, and 
that MSR compression is set to the best possible mode. 

Layer 4 QoS and Citrix 
If other applications are competing for WAN bandwidth to the detriment of Citrix 
traffic, then you can identify Citrix through the ICA Application definition on the 
WX/WXC platform and prioritize it as a critical application. 

Citrix uses several TCP/UDP ports for transporting MetaFrame traffic: 
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Purpose  Environment  Port Number  Modifiable  

ICA All TCP 1494 Yes 

Citrix XML 
Service MetaFrame XP 

TCP 80 (HTTP 
default generally 
chosen) 

Yes 

SSL 

MetaFrame XP with Feature 
Release 1 and above (optional), 
Secure Gateway 2.0, and Web 
Interface 2.0 (optional) 

TCP 443 Yes, although 
very uncommon 

MetaFrame 
XP IMA 

MetaFrame XP (inbound - server 
to server) TCP 2512 Yes 

 
Though Citrix does support additional ports, they are server-to-server 
communications and shouldn’t be present on the WAN. 

If Citrix just needs to be prioritized higher than the other traffic on the link, then the 
predefined ICA Application in the WX/WXC platform can be placed in a higher 
class. 

 

 
 

If the Citrix deployment includes a distributed MetaFrame Server farm, then it may 
be appropriate to protect the MetaFrame-to-MetaFrame traffic (using the IMA 
protocol).  If this is important, define an application using the IMA Port, TCP Port 
number 2512, and prioritize this application appropriately. 

As the well-known Citrix ports can be changed, you can alternatively define the 
Citrix application to specifically match the Citrix server address(es).  It’s also 
important to monitor the link to ensure that no pre-encrypted traffic (e.g. TCP port 
443) is traversing the link to the Citrix Server. 

Layer 7 Citrix Support: Configuring the Citrix Application Filter 
If there is WAN bandwidth contention between Citrix applications or between Citrix 
users, you can use the Advanced section when defining Applications to look for 
particular Citrix Published Apps or Citrix Clients. 

To create an Application Definition, click on the “New Application” button at the 
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bottom of the Application Management screen (Setup->Applications).  Give the 
application a name, leave all of the address fields blank, and then press the Advanced 
Tab on the first line. 

 

 
 

Check Application Pattern matching, select Citrix in the pull-down menu, and then 
put the Citrix Published Application name or the Citrix Client (these must match 
exactly). 

 

 
 

Once the application definition has been created, place it in the QoS Class and 
properly prioritize it so that the Citrix Application traffic is preferred over non-
essential Citrix Published Applications. 

Turning Off Session Sharing 

The WX/WXC platforms can distinguish Citrix ICA Applications so they can be 
properly prioritized by QoS.  However, the WX/WXC platforms can only identify 
Citrix applications that are published; MetaFrame environments that publish the 
entire desktop rather than just the application use the same session parameters for all 
the applications, so they can’t be differentiated. 

To disable session sharing, the MetaFrame administrator must modify the registry in 
each Windows 2000 Terminal Services/Citrix MetaFrame server.  In general, 
disabling session sharing will not have a negative impact on the MetaFrame servers; 
however, it may have an impact depending on the applications served.  For example, 
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if the client were hosting Microsoft Office through NFuse, the users would open a 
new environment for each application launched.  Therefore, the login script 
processing, file shares, print shares, user profiles, and drive mappings would all be 
duplicated unnecessarily.  Disabling session sharing will, however, require slightly 
more resources, and in large MetaFrame server farms, this may have a greater 
impact.  Disabling session sharing will enable NBAR to differentiate the applications 
with the granularity required.  Of course, the registry should be backed up prior to 
making changes.    

 To disable session sharing, locate the following path in the registry:   

 HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix\WFSH
ELL\TWI   

Add the following value:  

 Name: SeamlessFlags  

 Data type: DWORD  

 Data value: 1  

Compressing IP Headers 

Using IPCOMP as the tunnel protocol can save additional bandwidth.  To implement 
this feature, either through the SSH interface or through Admin-
>Command_Line_Interface on WebView, enter the following commands: 

 
configure reduction set tunnelmode ipcomp 
commit 

 

 
 

Use “Show Reduction” to verify configuration. 

This results in a savings of 6 bytes per metapacket. 
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Set MSR Mode for Best Results 

The MSR mode parameters can also be tuned for optimal performance.  Since there is 
no definitive rule describing when this should be changed (as this is highly 
dependent on the traffic traversing the link), these values can be experimented with 
to determine the best results.  First, baseline the system using the default or standard 
MSR mode (MSR Mode 4), then see if there are any improvements by changing to 
MSR Mode 1.  More dramatic differences may be seen with smaller link speeds (e.g. 
64/128kbps). 

To change the mode, either through the SSH interface or through Admin-
>Command_Line_Interface on the WebView, enter the following commands: 

 
configure reduction set mode msr 1 
commit 

 
 

 
 

Set Metapacket Wait-Time 

When a WX/WXC platform is tunneling traffic, it will aggregate packets destined for 
the same location in a metapacket (i.e. a packet of packets), saving on header 
overhead.  To avoid additional latency, the metapacket will only build so long before 
it is closed off and sent to the destination.  If the link is very small (e.g. 64kbps) or if 
the round-trip time (RTT) of the link is high, then the metapacket can be held longer 
then the default hold time.  This is particularly useful with links that have small 
chatty protocols such as Citrix. 

A general rule is to identify the actual RTT time per circuit speed (for example, 64k, 
128k, and 256k) by performing a ping test using full packets (1500 bytes) and using 
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approximately 20 percent of the observed RTT.  The values above — 10, 20 and 40 — 
are only suggestions to try for 256k, 128k and 64k circuit speeds, respectfully. 

 
configure reduction set meta-packet-wait absolute-time 
<10, 20, 40> 
commit 
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